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Definition

The Basel Committee defines operational 

risk as:

"The risk of loss resulting from 

inadequate or failed internal processes, 

people and systems or from external 

events."



Operational Risk
» An operational risk is a risk arising from execution of a 

company's business functions

» The term operational risk is most commonly found in risk 

management programs of financial institutions that must 

organize their risk management program according to 

Basel II.

» Operational risk management is coordinated centrally but 

most commonly implemented in different operational units 

(e.g. the IT department takes care of information risks, the 

HR department takes care of personnel risks, etc)



Operational Risk (II)

» More specifically, Basel II defines operational risk 
as the risk of loss resulting from:
• inadequate or failed internal processes

• people and systems

• or from external events. 

» Although the risks apply to any organization in 
business, this particular way of framing risk 
management is of particular relevance to the 
banking regime.

» Regulators are responsible for establishing 
safeguards to protect against systemic failure of 
the banking system and the economy.



Operational Risk (III)

» The identification and measurement of 

operational risk is a real and live issue for 

modern-day banks, particularly since the 

decision by the Basel Committee on 

Banking Supervision (BCBS) to introduce 

a capital charge for this risk as part of the 

new capital adequacy framework (Basel 

II).



Basel II event type categories

The following lists the official Basel II defined event types with some 

examples for each category:

» Internal Fraud - misappropriation of assets, tax evasion, intentional 

mismarking of positions, bribery

» External Fraud - theft of information, hacking damage, third-party theft and 

forgery

» Employment Practices and Workplace Safety - discrimination, workers 

compensation, employee health and safety

» Clients, Products, & Business Practice- market manipulation, antitrust, 

improper trade, product defects, fiduciary breaches, account churning

» Damage to Physical Assets - natural disasters, terrorism, vandalism

» Business Disruption & Systems Failures - utility disruptions, software 

failures, hardware failures

» Execution, Delivery, & Process Management - data entry errors, accounting 

errors, failed mandatory reporting, negligent loss of client assets



Methods of operational risk 

management
» To complement these standards, Basel II has given 

guidance to 3 broad methods of Capital calculation 
for Operational Risk
• Basic Indicator Approach - based on annual revenue of the 

Financial Institution

• Standardized Approach - based on annual revenue of 
each of the broad business lines of the Financial Institution

• Advanced Measurement Approaches - based on the 
internally developed risk measurement framework of the 
bank adhering to the standards prescribed

» The Operational Risk Management framework should 
include identification, measurement, monitoring, 
reporting, control and mitigation frameworks for 
Operational Risk.



Basic Indicator Approach

GIKBIA

KBIA = capital to hold for operational risk 

GI = average over the previous three 

yearsof a fixed percentage of positive 

annual gross income

 = 15%



Standardized approach

KTSA = Σ ( GI 1-8 x β 1-8)

KTSA = Capital Requirement

GI 1-8 = Annual Gross Income 
per Business Line (last 3 
years)

β 1-8 = Parameters defined by 
Basel II

BUSINESS LINE β factor

Corporate Finance 18%

Negotiation and 
Sales

18%

Retail Banking 12%

Commercial
Banking

15%

Liquidations & 
Payments

18%

!ƎŜƴŎƛŜǎΩ {ŜǊǾƛŎŜǎ15%

Asset 
Management

12%

Retail Brokerage 12%



Advanced Measurement 

Approaches
» The advanced measurement approach 

(AMA) is a set of operational risk 
measurement techniques proposed under 
Basel II capital adequacy rules for banking 
institutions.

» Under this approach the banks are allowed to 
develop their own empirical model to quantify 
required capital for operational risk. Banks 
can use this approach only subject to 
approval from their local regulators



What we need to model…

» Frequency
• Number or losses that occurred in a given period of 

time (i.e. yearly, budget periods, etc)

• It is described by the probability that a risk event (s) 
occurs in the future

» Scale
• Very Low: very low probability of occurrence

• Low: possible, but it has not occurred in the past

• Medium: it has occurred in the past and it will 
probably occur again

• High: it has regularly occurred in the past and most 
likely will continue to occur



What we need to model…

» Severity
• It is the size of the loss

» Impact Scale
• Mild:  its realization does not imply financial 

problems; it can be taken to operation expenses 

• Medium: its realization will cause some financial 
problems but they will be resolved satisfactorily

• Severe: its realization will cause severe financial 
problems but it will not necessarily bankruptcy or shut 
down business 

• Catastrophic: if it occurs it could cause the 
disappearance of the organization/company.



Probability – Impact Matrix
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Probability – Impact Matrix

» Using a ranking score allows the 
homogeneous measurement of different risks

» Allows monitoring risk behavior through time

» Allows assessing mitigation effectiveness



Mitigation of Risk Events



@RISK Example



Credit Scoring
» A credit score is a numerical expression based on a 

statistical analysis of a person's credit files, to represent 

the creditworthiness of that person. A credit score is 

primarily based on credit report information, typically 

sourced from credit bureaus.

» Lenders, such as banks and credit card companies, use 

credit scores to evaluate the potential risk posed by 

lending money to consumers and to mitigate losses due 

to bad debt. Lenders use credit scores to determine who 

qualifies for a loan, at what interest rate, and what credit 

limits. The use of credit or identity scoring prior to 

authorizing access or granting credit is an 

implementation of a trusted system.



Credit Scoring

» Credit scoring is not limited to banks. Other 

organizations, such as mobile phone 

companies, insurance companies, employers, 

landlords, and government departments employ 

the same techniques. 

» Credit scoring also has a lot of overlap with data 

mining, which uses many similar techniques
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Neural Networks

» Prediction

» Category Recognition

» Patterning

» Mimicking Neurons

• “thinking”
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NeuralTools

» Training
• Identifies data set with known outcomes

» Testing
• Uses data patterns

• Assesses relationships

» Predicting
• Determine outcomes with new data

• Live Update
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NeuralTools Interface



Neural Tools - Example



Questions?


