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Operational Risk (1)

» More specifically, Basel |l defines operational risk
as the risk of loss resulting from:

 Inadequate or failed internal processes

« people and systems

« or from external events.
» Although the risks apply to any organization in
pusiness, this particular way of framing risk
management Is of particular relevance to the
panking regime.
» Regulators are responsible for establishing

safeguards to protect against systemic failure of
the banking system and the economy.




Operational Risk (Il

» The identification and measurement of
operational risk Is a real and live issue for
modern-day banks, particularly since the
decision by the Basel Committee on
Banking Supervision (BCBS) to introduce
a capital charge for this risk as part of the
new capital adequacy framework (Basel

).



Basel Il event type categories
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The following lists the official Basel Il defined event types with some
examples for each category:

Internal Fraud - misapg entional
mismarking of positions
External Fraud - theft c ‘
forgery :
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Clients, Produc jon, antitrust,
improper trade, ; '
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Methods of operational risk
management

» To complement these standards, Basel |l has given
guidance to 3 broad methods of Capital calculation
for Operational Risk

- Basic Indicator Approach - based on annual revenue of the
Financial Institution

« Standardized Approach - based on annual revenue of
each of the broad business lines of the Financial Institution

« Advanced Measurement Approaches - based on the
Internally developed risk measurement framework of the
bank adhering to the standards prescribed

» The Operational Risk Management framework should
Include identification, measurement, monitoring,
reporting, control and mitigation frameworks for
Operational Risk.




Basic Indicator Approach

Kga = capital to hold for operational risk

Gl = average over the previous three

years of a fixed percentage of positive
annual gross income

a =15%



Standardized approach

KTSA=Z (Gl 15X B 1.0

KTSA = Capital Requirement

Gl ;4 = Annual Gross Income
per Business Line (last 3
YEER)

B , 3 = Parameters defined by
Basel I

BUSINESS LINE B factor

Corporate Finance

Negotiation and
Sales
Retail Banking

Commercial
Banking

Liquidations &
Payments
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Asset
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Advanced Measurement
Approaches

» The advanced measurement approach
(AMA) Is a set of operational risk
measurement technigues proposed under
Basel |l capital adequacy rules for banking
Institutions.

» Under this approach the banks are allowed to
develop their own empirical model to quantify
required capital for operational risk. Banks
can use this approach only subject to
approval from their local regulators



What we need to model...
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What we need to model...

» Severity
e Itis the size of tf

» Impact Scale
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Probabllity — Impact Matrix
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Probabllity — Impact Matrix
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Severity

» Using a ranking score allows the
homogeneous measurement of different risks

» Allows monitoring risk behavior through time
» Allows assessing mitigation effectiveness



Mitigation of Risk Events
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Credit Scoring

» A credit score Is a humerical expression based on a

»

statistical analysis of a person's credit files, to represent
the creditworthiness of that person. A credit score is
primarily based on credit report information, typically
sourced from credit bureaus.

Lenders, such as banks and credit card companies, use
credit scores to evaluate the potential risk posed by
lending money to consumers and to mitigate losses due
to bad debt. Lenders use credit scores to determine who
gualifies for a loan, at what interest rate, and what credit
limits. The use of credit or identity scoring prior to
authorizing access or granting credit is an
Implementation of a trusted system.



Credit Scoring

» Credit scoring Is not limited to banks. Other
organizations, suc
companies, Ins
landlords, and g«
the same tech

» Credit scori has a lot of overlap with data
mining, nniques




Neural Networ__ks
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NeuralTools
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NeuralTools Interface

- 1 i 3 Utilities = ||| MeuralTools
RN’
_}
Data Set Train Test Predict
Manager Train...
Data Meural Nets Toaols

(i) Help ~ Diata Set Manager. ..

Test,.,
Predick...
Utilities

Help




Neural Tool

me






